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Preface

It is a matter of pleasure for us to put forth the book titled, Multi-Criteria Decision
Models in Software Reliability: Methods and Applications. In the present era, soft-
ware reliability plays a vital role in solving different kinds of problems and provid-
ing promising solutions in digital world. Because of the increase in digitalisation in
today’s lifestyle and each and every service to make the life easier, good software
interfaces are required. Due to the increase in the usability and dependency on soft-
ware, one important feature matters a lot, that is software reliability. The success of
incorporation of the heavy software in the system works only with reliability feature.
Such reliability depends upon different criteria and the deployed environment. It
does not always relate to one or two factors, but it depends upon various factors such
as physical or virtual.

This book explores various factors and criteria within different chapters related
to reliability and decision-making steps. These aspects make decision-making
approaches more powerful, reliable and efficient. The above-mentioned charac-
teristics make the software reliability approaches more suitable and competent for
decision-making systems. Nowadays, machine learning is incorporated in each and
every field of engineering to make the automated system for better decision-making
solutions. This kind of system provides the efficient decision in less time. Medical
science and engineering have been using various medical systems such as medical
imaging devices, medical testing devices and medical information systems. In order
to analyse such big data efficiency, image processing, signal processing and data
mining play important roles for computer-aided diagnosis and monitoring.

Decision-making in the medical field is a very important part because it is directly
related to human life, so monitoring and diagnosis software should be reliable enough
to provide the correct reports. This book will enable the reader to appreciate the
applications of multi-criteria decision models in software reliability and their differ-
ent methods used in various fields according the field criteria.

CHAPTER 1

This chapter focuses on building an item-item recommender system using collabora-
tive filtering. The proposed model uses the well-known MovieLens dataset and also
uses the concept of Bayesian average for evaluating movie popularity. In order to
deal with the problem of sparsity, our proposed model builds compressed sparse row
(CSR) matrix. This chapter uses machine learning approach using K-nearest neigh-
bours for recommending movies based on similarity.

CHAPTER 2

This chapter focuses on the examination of relevant literature and provides a concep-
tual framework that explains the role of machine learning and profound learning in
the development of intelligent (artificial) beings.

vii



viii Preface

CHAPTER 3

This chapter reviews the various classifications used to predict software defects using
software measurements in the literature. In this chapter, a detailed analysis of appli-
cation of data mining and machine learning approaches used for software quality,
defect and quality analysis is presented.

CHAPTER 4

This chapter analyses the types of ambiguities that arise due to poor management of
requirement engineering and how it affects software quality and customer satisfac-
tion. Moreover, it discusses the challenges an enterprise faces when, in prototype
model, new feature are added continuously based on business requirements.

CHAPTER 5

This chapter describes the integration of multi-criteria decision making (MCDM)-
based fuzzy analytic hierarchy process (FAHP) and fuzzy Technique for Order
Preference by Similarity to Ideal Solution (FTOPSIS) methods that are applied for
the formation or selection of best group of programmers.

CHAPTER 6

This chapter intends to use one of the unknown yet powerful machine learning algo-
rithms, MCDM, to foresee the presence of heart disease in a person more accurately
in order to save more lives by detecting and treating the patient before any major
issue.

CHAPTER 7

In this chapter, the classification of software reliability models (SRMs) is studied on
the basis of effective and efficient quality of SR models and obtains software faults
with categorisation of vast variety of available software.

CHAPTER 8

This chapter provides a detailed study of different types of reliability models, which
are responsible for the software reliability measurements. As every model has differ-
ent criteria, so no single model is perfect. It also provides information about software
quality improvement.

CHAPTER 9

This chapter shows the comparison of different techniques to resolve vulnerabilities
using different multi-criteria decision analysis (MCDA) methods. The MCDM saves
and sorts the list of criteria affecting the environments.
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CHAPTER 10

This chapter describes and gives possible approaches for the safety assessment of
Al systems. The Al system to integrate safety level needs and used for probabilistic
failure behaviour for the dangerous part of the random budget for failure relevant in
Al system.

CHAPTER 11

In this chapter, a step-by-step model for the FDP and FCP is proposed based on the
ANN. The test initiative is taken into account as it has a strong impact on the error
detection and correction process.

CHAPTER 12

In this chapter, various MCDM methodologies are studied with different perfor-
mance parameters along with the new methodology FMCDM and its applications.
The new methodology is compared with the traditional methodologies.

CHAPTER 13

In this chapter, to extend the capabilities of large-scale application and fix any faults
detected during operation, software systems with optimisation help in selecting new
techniques constantly for improving the next release sequence of plan, which is a
huge challenge for firms developing or managing such vast and sophisticated systems.

CHAPTER 14

In this chapter, modelling data are evaluated with a deep neural network algorithm
that is created expressly to predict the amount of faults, and the fault-free software
system is finalised.

CHAPTER 15

This chapter reviews the recent technologies and uses deep learning mechanisms to
detect vulnerabilities. It shows how they apply state-to-state neural techniques that are
helpful for capturing probable vulnerable codes and patterns. It also provides complete
reviews of the visions, concepts and ideas of the game modifiers for their field of interest.

We sincerely thank Ms. Erin Harris, Senior Editorial Assistant, CRC Press/Taylor
& Francis Group, for giving us an opportunity to convene this book in her esteemed
publishing house and for their kind cooperation in completion of this book, and Dr.
Vijender Kr. Solanki, Sandhya Makkar and Shivani Agarwal, Series Editors in IT,
Management and Operation Research. We thank our esteemed authors for having
shown confidence in this book and considering it as a platform to showcase and share
their original research work. We would also wish to thank the authors whose papers
were not published in this book, probably because of minor shortcomings.
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2 Multi-Criteria Decision Models in Software Reliability

1.1 INTRODUCTION

A vital factor affecting system reliability is software reliability. Alternatively, it is
described as the likelihood of software being successfully executed for a particular
instant of time. Several techniques were proposed for determining the software’s
reliability. A particular task is fulfilled by a software system in a particular environ-
ment for predefined number of input cases is termed as software reliability. A very
important connection to software reliability is software quality, comprising function-
ality, usability, performance, etc. Software quality hinders the growth of software
reliability. It is difficult to reach certain level of reliability with any system with a
complexity. The machine learning approach guarantees to predict accurate solution
to a given problem and therefore is a promising approach for ensuring software reli-
ability. Today, machine learning approaches are used in a number of applications;
one of the most used approaches is recommender systems where a user is being
recommended items on the basis of his/her purchasing history of buying habits. A
number of applications such as e-commerce, movies recommendation and social net-
working such as Facebook make use of recommender systems.

The entire chapter is divided into the following sections: Section 1.2 deals with
the background details. Section 1.3 presents the ML techniques and methodology
used for reliability assessment in our proposed work. The experimental set-up is dis-
cussed in Section 1.4. Results are represented in Section 1.5. Section 1.6 concludes
the chapter.

1.2 BACKGROUND DETAILS & RELATED WORK

1.2.1  SOFTWARE RELIABILITY

An important feature for enhancing software quality is ensuring software reliability
dealing with the bugs present in the system [1]. Fault in code is the major reason for
failure in the system. Analytical models are used to measure the reliability of soft-
ware termed as software reliability growth models (SRGMs) [2,3].

1.2.2 CRrITERION TO MEASURE PERFORMANCE OF SGRM

Past research presented several techniques to acquire software reliability, but to
access it and estimate mean time to failure (MTTF), we use a mathematical model
called SRGM. There are two categories of SGRMs on the basis of nature of process:

1. Times between failures models
2. Fault count models.

Some well-known SRGMs are Goel-Okumoto, Musa-Okumoto, Jelinski-Moranda,
etc. For deciding reliability level and to stop testing, we use these models [4].

For evaluating the performance of various models, we use several criteria such as
root-mean-square error (RMSE), mean absolute error (MAE), average error (AE),
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and normalised root-mean-square error (NRMSE). Our proposed model uses only
RMSE and MAE approach for evaluating the performance. The mathematical equa-
tions for the above-mentioned techniques are given below.

RMSE = (1.1)
where
i = Variable
N=Number of non-missing data points
x;=Actual rating
X;=Predicted rating.
N
D [e()=alr)
MAE = = (1.2)
N
k 2
\/Z _(phH=acn)
NRMSE = = (1.3)

> a0y

where
k=Number of failures
a/(f)=Number of actual failures
p(f)=Number of predicted failures.

1.3 MACHINE LEARNING: A BRIEF OVERVIEW

A technique that is capable of learning from training data and predicting results is
called machine learning. Broadly, we classify machine learning into four categories,
which are discussed in the next section. Further, subcategorisation of the different
types of ML is depicted in Figure 1.1 below. Under uncertainty, this technique plays
a vital role in prediction and decision-making. On the basis of type of data and ques-
tionnaire being asked, different taxonomies of ML are available, which classifies
machine learning. The classification of ML is given in Figure 1.1.

1.3.1  SuPERVISED LEARNING

In this method, we use labelled data with the help of which we train our model. In
other words, we can say the learning that takes place in the presence of a supervisor
is called supervised learning. The major part of this type of learning includes map-
ping function, which maps I/P variable (X) with the O/P variable (Y).

Y =f(X)
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FIGURE 1.1 Categories of machine learning.

Supervision for model training is the main step involved in supervised learning. It
can be simulated with the fact that proper learning takes place in the presence of a
teacher or mentor in school. Two problems come in this category: classification and
regression.

1. Classification Models: The problems in which output variables can be clas-
sified as “Yes” or “No”, or “Pass” or “Fail” are categorised as classification
models. In order to predict data category, we use these models. These can be
binary classification or multiclass classification models. Some well-known
examples for classification models that are deployed are spam filtering in
emails, churn prediction, etc.

2. Regression Models: Whenever the output is predicted based on the previ-
ous data, we use the concept of regression models, for example house rent
prediction. Linear, polynomial, ridge and logistic regression are some of the
more familiar regression algorithms.

Regression problems are all about predicting f% for a quantitative response, such
as blood pressure and temperature. For prediction, many ML algorithms are avail-
able, ranging from simple linear regression (LR) [5] and polynomial response surface
(PRS) [6] to more complex support vector regression (SVR) [7], decision tree regres-
sion (DTR) [8], and random forest regression (RFR) [9]. By accurately quantifying
uncertainty in regression problems, we use some machine learning (ML) models
[10,11]. DNNs are more reliable than conventional ML equivalents and are effective
in controlling the overfitting issue [12] (Figure 1.2).

1.3.2  UNSUPERVISED LEARNING

The learning that takes place in the absence of a supervisor is called unsupervised
learning; in this type of learning, we do not have labelled data. This technique
does not provide any training data. A large volume of data is fed to the machine for
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FIGURE 1.3 Unsupervised learning.

developing model and patterns, and on the basis of this learning, the model is fed
with the testing data so as to provide efficient predictions. In unsupervised learn-
ing, there are no defined outcomes; moreover, it determines whatever different or
interesting patterns exist in a given data set. Recommender system is basically based
on the concept of unsupervised learning where we use several algorithms such as
k-means clustering and k-nearest neighbours (Figure 1.3).

1.3.2.1 Categorisation of Unsupervised Machine Learning

1. Of all the learning methods, clustering is an important unsupervised learn-
ing method. Organising unlabelled data into similar groups is the main task
of clustering technique. Therefore, collection of similar data items is called
clustering. Grouping of similar data points into cluster and finding similar
data points is the main goal of clustering.

2. The technique of identification of rare items or events differing from major-
ity of data is called anomaly detection. Since anomalies or outliers are sus-
picious, generally we look for them. Bank fraud and medical error detection
generally uses anomaly detection techniques.
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1.3.3  SEMI-SUPERVISED LEARNING

A technique comprising of mix up of labelled data and unlabelled data during the
phase of training is called semi-supervised learning. In this technique, first, the
model is trained with the training data and then it is fed with the testing data to get
the predictions.

To produce improvement and accuracy in learning, we use unlabelled data. A
skilled human agent is required for acquiring labelled data for a learning problem or
a physical experiment. It is relatively inexpensive to acquire unlabelled data.

A text document classifier is an example of this type of learning. It is so because
it is not time efficient to have a person read the entire document. So, with the help
of labelled text it becomes easy to classify labelled text with unlabelled (Figure 1.4).

1.3.4 REINFORCEMENT LEARNING

An interactive environment using hit and trial is learning which comes under the
category of reinforcement learning (RL) and is an ML technique. Mapping between
input and output is provided by both supervised and reinforcement learning where
we give feedback to the agent. These feedbacks are of two types: Whenever there is a

~
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FIGURE 1.4 Semi-supervised learning.
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FIGURE 1.5 Reinforcement learning.

positive reward, then that type of performance is repeated, while if there is negative
impact of a work, then it is avoided (Figure 1.5).

1.3.4.1 Algorithms Used in Machine Learning
Some commonly used machine learning algorithms are discussed below:

1. Linear Regression
This technique estimates the exact values, for example total sales predic-
tion and cost of houses, on the basis of continuous variables. The best line
is fitted to depict the relationship between two variables. The line is also
called regression line shown by the linear equation

Z=m*X + ¢

where Z is dependent on the values of X and ¢, and m is the slope.

For example, if we give an assignment to a student studying in fifth class
to separate people according to their weight, then he on the basis of his
skills will arrange people and separate them on the basis of their height and
weight to classify them just by visualisation. This is a real-life application
seen for linear regression. Figure 1.6 given below depicts a simple linear
regression.

2. Logistic Regression

As many a time we get confused by the name regression, whereas in
real, it is a classification algorithm. Discrete values comprising values such
as 0/1, yes/no and true/false are estimated by logistic regression. The prob-
ability of occurrence of event is predicted by fitting data. As this method
is basically based on probability, its value generally lies between 0 and 1
(Figure 1.7).

3. Decision Tree

A well-known algorithm used for classification problems is decision tree.
Here, the entire population is split into two or more homogenous sets. In
the diagram depicted below, we can see how a decision tree works. For
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FIGURE 1.8 Decision tree.

example, if an employee is offered a salary between $50000 and $8000 and

if his office is near to his home and if office provides cab facility, then the

probability of that employee for taking offer letter is more, whereas if the

salary is not in that range, he would have not accepted the offer; moreover,

if his office was also far from his home, he would have declined the offer

and if cab was not provided, still he would have declined offer (Figure 1.8).
4. SVM (Support Vector Machine)

It divides two items on the basis of their best line or decision bound-
ary called hyperplane. In n-dimensional space, there can be several lines/
decision boundaries to separate the groups, but we need to find the best
decision boundary to help define the data points. The hyperplane of SVM
refers to the best boundary (Figure 1.9).

5. Naive Bayes

A method of classification based on Bayes’ theorem is called naive Bayes.
This technique assumes that a particular feature in a class is not related to
another. For calculating posterior probability, we use Bayes’ theorem. It is
given below in the form of equation:

Here, P(nlm)="Posterior probability

P(m)=Prior probability of class

P(nlm)=Likelihood which is probability of predictor
P(n)=Prior probability of predictor.
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6. kNN (k-Nearest Neighbours)

It is a classification problem using classification and regression problems.
k-Nearest neighbours algorithm involves finding the distance from the data
points, and for that, we use Euclidean, Manhattan and Hamming distances.
For the sake of convenience, we take an odd value of k such as 3 or 5 to
distinguish between two different types of items (Figure 1.10).

7. k-Means

For solving clustering problem, we use this type of unsupervised algo-
rithm. With the help of certain number of clusters, we can classify the data
set using this technique assuming k number of clusters; therefore, its name
became k-means algorithm. Figure 1.11 below depicts three prominent clus-
ters where each cluster is shown by same coloured data points.
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8. Random Forest
When we talk about ensembling, then random forest is the most widely
used algorithm in supervised machine learning. A collection of decision
trees is called a random forest. Classification is given in tree for classifying
new object, and we say tree “votes” for that class. These have much more
accuracy with respect to decision trees, but lower than gradient boosted
trees (Figure 1.12).

1.4 RELATED WORK

There are several works done by several researchers in the field of collaborative
filtering-based recommender system. Most of the work based on movie recommendation
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is based on the concept of personalisation, which suggests movies to users on the basis
of their interest and likings.

A k-means clustering-based hybrid recommender system was proposed by Katarya
Rahul [13] and was applied to the MovieLens data set with optimisation technique of
bio-inspired artificial bee colony.

Ponnam et al. [14] suggested a collective filtering technique based on an item that
examines the user’s item rating matrix and determines the relationship between dif-
ferent objects in order to calculate the user’s recommendations.

A content-based movie recommender framework was proposed by Bagher
Rahimpour Cami et al. [15] capturing user choices in temporary mode in user mod-
elling and predicting favourite movies.

Reddy et al. [16] used a genre correlation technique by using the method of
content-based filtering.

A weighted hybridisation-based hybrid recommender system was proposed by
Hong-Quan Do et al. [17], which didn’t use fixed weight and aimed to provide a
simple way to dynamically weight the combination of Collaborative Filtering and
Content Based Filtering.

An effective GCN (graph convolutional network) algorithm was suggested by Rex
Ying et al. [18]. The developed algorithm was effective for data that combine graph
convolutions and efficient random walks to produce embeddings incorporations.

A method for tweets recommendation was proposed by Arisara Pornwattanavichai
et al. [19], which was based on hybrid recommendation with LDA for unsupervised
topic modelling and GMF for supervised learning.

For gaining feedback on movies and movie genres in Rohan Nayak et al. [20]
hybrid’s framework, and based on their responses, the user will be classified and
given a collection of recommendations.

Collaborative filtering, as previously discussed, is a well-known technique for
making powerful recommendations based on ratings results. In order to enhance
the technique’s ability and achieve results by k-means clustering algorithm in movie
recommendation framework, we continue our research.

1.5 MACHINE LEARNING TECHNIQUES & METHODOLOGY
USED FOR RELIABILITY ASSESSMENT

The entire machine learning process is divided into several tasks. The first and fore-
most task is data set identification, and we have chosen MovielLens data set for our
experimentation. From the well-known GroupLens Research Project at the University
of Minnesota, we took MovieLens data [21]. Our goal with using this data set is to
generate recommendations of movies to users on the basis of their interest and lik-
ings. This data set comprises 264505 ratings (1-5 scale) from 862 users on 2500
movies, and age, occupation, zip code, gender, etc., act as important demographic
features taken from user data set. Next, data preprocessing is done to remove any sort
of noise from the data set.

For our experimentation work, we are splitting the data set into two parts by
80:20, where the training part (80%) is used to train our model and then 20% is used
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TABLE 1.1

Details of MovieLens Data set

Data set Name Number of Unique Data
Movies.CSV 2500 Movies
Ratings.CSV 264505 Ratings
Users.CSV 862 Users

for testing. Finally, we also evaluate our model by calculating RMSE and MAE of
our proposed model (Figure 1.13).

1.5.1 DATA Set

We have taken MovieLens data set for our experimental work. This data set has been
taken from (http:/www.movieLens.org) for evaluating our proposed recommender
system. Our experiments are performed on Google Colab where Google provides
with the support of hardware on cloud to do our machine learning task. Here ratings
by users are given on a scale from 1 to 5. Our data set is comprised of those users
who have given at least 20 ratings. Our data set comprises 1,000,209 ratings given by
users for different movies (Table 1.1).

1.5.2 CoLLABORATIVE FILTERING TECHNIQUE

This approach is based on a user’s suggestion of an object based on reactions from
similar users. This works by selecting a smaller collection of users from a wide
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FIGURE 1.14 Collaborative filtering technique.

community of individuals with tastes close to a single user. In this, the main recom-
mendation principle is that other users offer ratings to a specific object (Figure 1.14).
Measuring user similarity in collaborative filtering technique:

1. Pearson Correlation:
b Zpep (ra p—ra)(rb p— rb)
\/ZPEP rap—ra \/Zpep rb. p—rb)

where a and b are users, while r,, is rating and P is set of items read by

sin(a,b) (1.4)

both users.
ii. Cosine Similarity Measure: It is measured by the angle between the
vectors
.\ DG
sin(p,q) = = (1.5)
p*d]

U represents users having rated both items p and q.

1.6 EXPERIMENTAL SET-UP

The idea behind recommending movies to users based on item-item collaborative
filtering comprises the steps discussed below:
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Step 1. Create an adjusted rating for all movies by users. This adjusted rating
is calculated by subtracting the movie’s average rating from all users (for
movie j) from each rating for that movie.

Step 2. Calculate similarity scores between all movies based on their adjusted
movie ratings from each user (use cosine similarity). For recommendation
purpose, we will only consider top similar movies to a target movie (top n
nearest neighbours).

Step 3. For recommending a movie to a target user, we will score each movie,
using the top n nearest neighbours for that movie. The score is basically a
weighted rating based on the target user’s rating for all movies they have
rated and the similarity scores as the weight. Once we score all the movies,
pick the top scoring movies from this scoring as recommendations.

The adjusted rating is nothing but the average rating for the movie from all users ()
subtracted from all of the individual movie ratings (ru, j):

Ru, j=ru, j—uj

This adjusted rating is now comparable across all movies. This adjusted score basi-
cally compares the variation of ratings by a user from the movie’s mean rating
(Figures 1.15 and 1.16).

Now we create similarity score for each movie with every other movie; for this,
we use the concept of cosine similarity (Table 1.2).

For creating recommendation to the target user, we find a score for each movie
in the data set and movies with the highest score will be recommended to the user.

Steps involved in scoring are as follows:

1. Get the list of movies the target user has rated (seen movies). These seen
movies will be used to create the score for all other movies (unseen movies)
based on how the unseen movies are similar to these seen movies. These
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FIGURE 1.15 Potting average ratings across all users.
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FIGURE 1.16 Potting average-adjusted ratings across all users.

seen movies tell us about the taste of the target user. If they have rated some
movies high, we will try to find similar unseen movies to these high rated
seen movies and recommend them to the user and vice versa for low rated
movies.

2. For all the unseen movies in the data set, get the similarity scores between
them and the seen movies. Here we can use all the seen movies or the top N
neighbours out of the seen movies to get the similarity scores. We will use
N =230 for our calculation. In case the number of seen movies is less than 30,
we will use all the seen movies.

3. Using the similarity scores between each of the unseen movies and the seen
movies, calculate a score for the unseen movies. The formula for the score
is given below.

4. Once we get the score, sort the unseen movies based on the score and rec-
ommend the top n movies for the user.

We use the following formula to calculate score:
D costi, g~ m))
J

Z cos(i, j)

Su,i =m, +

where
S is the score for the unseen movie i
m, is the average rating for all seen movies by the target user U
cos(i, j) is the cosine similarity (based on adjusted rating) between the unseen
movie i and the seen movie j
r,; 1s the rating of the seen movie j by the target user U
m; is the average rating from all users for the seen movie j
r,;—m; is the same as the adjusted rating calculated above.
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